
OESS Release 1.1.0
Eric Boyd, Edward Balas, AJ Ragusa

Monday, October 21, 13



Significant Changes 

๏Grouped Email Notifications

• reduces email volumes allowing you to concentrate on triggering event

๏Visibility into foreign circuits that land on your ports

• lets you see all VLANs on your ports

๏Workgroup ACLs

• lets you control who can create VLANs on your ports
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Email Notifications

๏Old: 1 email per VLAN per event

• plain text

• high volume for larger WGs

๏New: 1 email per event per WG 

• HTML with links to app

• reduced spamming

• organized by triggering event
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Email Notifications
Source of Outage
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Email Notifications

Link to UI for each 
Impacted VLAN

Shows status after 
restoration
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Email Notifications

Affected Foreign 
VLANs 

(anything landing on your ports) 
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Foreign Circuit Visibility

๏Workgroups>Home>Active VLANs
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Foreign Circuit Visibility

VLANs Owned by 
Workgroup Shown in 

Black
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Foreign Circuit Visibility
Foreign VLANs in 

Grey
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Foreign Circuit Visibility
VLAN Owner on right
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Workgroup ACLs

๏Problem: hard to collaborate across Workgroups in some cases

• access control policy defined by system admin

• policy lacked granularity: per port vs per port / VLAN tag

๏Fix: we added the Workgroup ACL feature

• Workgroups can define access policy for their ports

• policy is now at port and tag level

• many cases no longer involve contacting the NOC
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Ports belong to a Workgroup
๏Every port now has an explicit owner 
๏Workgroup>Home>Available Resources
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Ports belong to a Workgroup

Shows the tag range 
current WG can use
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Ports belong to a Workgroup

Shows if current WG 
owns and thus controls 
the policy for this port
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Defining Access Control 
Policy

๏Workgroups>Home>ACL
๏defines who can use a tag on 

your port
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Defining Access Control 
Policy

Clickable list of ports 
your WG owns
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Defining Access Control 
Policy

ACL for selected 
Interface
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Defining Access Control 
Policy

All WG== any.
This is a default deny 

policy rule.

These rules were 
auto-generated 
based on legacy 

policy
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Defining Access Control 
Policy

1. Click to add policy

2. Define a rule

3. Set evaluation 
order with drag / 

drop
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Policy Migration

๏Your port access policy does not change 

• maintain existing policy when migrating to 1.1.0

• existing port level access maps access to every tag on that port

๏ you decide if or when you want to change your port access policy

• customer driven

• no Internet2 requirement for how you maintain your port policy

• we can provide guidance if you are unsure of best approach for you
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Connector Workgroups

๏Policy has been set to mimic the existing port based policies in place.

• workgroups given access to untagged,1-4095

๏Access to AL3S and TR-CPS ports limited to already configured VLAN tags

• based on what VLANs you have today

• for future connections coordinate with NOC as you discuss peering details.
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Ports belong to a Workgroup

Indiana has access 
to full range of Tags 

on their port
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Ports belong to a Workgroup

Indiana has limited 
access on the AL3S 

router port 

Range based on 
active VLANs at time 

of migration
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Workgroups that support 
Overlays

๏Groups that bring together multiple ports and are largely separate from Al3S
๏Policy has been set to mimic the existing port based policies in place.

• workgroups given access to untagged,1-4095

๏XSEDE as example
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Ports belong to a Workgroup

All ports have full 
range access Range based on 

policy defined by the 
owner
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Request a new Workgroup?

๏Should be less frequent now that we have visibility into foreign circuits
๏When you have a unique set of people that need to have the ability to edit or 

add new VLANs

• research vs production VLANs

• joint management of virtual overlay infrastructure
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Summary

๏Better Email notification
๏ability to see foreign VLANs on your ports
๏ability to define who can access your ports and on what VLAN tag.
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For more information

๏Try out your new policy on a demo instance of OESS

• https://al2s-demo.net.internet2.edu/oess/

๏Online documentation

• http://globalnoc.iu.edu/sdn/oess.html
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